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Time is of the Essence
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The Target: US Government and Infrastructure

It takes most companies over six months, or around 197 days to detect a data breach
- The Penomon Institute on behalf of IBM
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https://sysdig.com/blog/sysdig-2021-container-security-usage-report/

https://sysdig.com/blog/sysdig-2021-container-security-usage-report/


|  Sysdig Inc. Proprietary Information5

Container Adoption is Maturing

Greater focus on efficiency and cost savings 
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Containers Are Highly Ephemeral 

Detailed forensic 
records are critical with 
short container 
lifespans
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Let’s Crunch the Numbers



Current State
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Legacy Tools are for Legacy Times
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Logjam
Logs can be useful for particular use cases 
but have shortcomings in regards to security 
and Incident Response: 

- Time Consuming
- Event correlation across services is 

difficult
- Costly
- Delayed Actions
- Containers can last just a few 

seconds
- Usually lacking security context



How Containers Change 
Incident Response and 
Forensics
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Shifting Container Security Left 
is Not Enough

Developers need to limit privileged 
containers.

Risky configurations highlight need for 
runtime security.

Yet
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Realtime Detections, They MATTER!
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Framework

• Incident response

• Forensics

• Audit

• Runtime prevention
• Automated policy creation

• Policy editor and 
rules library

• Threat blocking

• Image scanning

• Configuration 
validation

Continuous compliance (PCI, NIST, CIS, etc.)

RespondRunBuild

Runtime detection
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Detect
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Respond
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Investigate
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Forensics
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The New Timeline



Questions?

Container Forensics
Activity Audit w/ Sysdig
Sysdig/ SANS Analyst IR Webinar
OSS Falco
2021 Container Usage Report
Blog
30 Day Free Trial

https://sysdig.com/products/secure/container-forensics/
https://sysdig.com/blog/cloud-native-incident-response/
https://event.on24.com/eventRegistration/console/EventConsoleApollo.jsp?uimode=nextgeneration&eventid=2964699&sessionid=1&key=65CCC6D67834C0D4DC3ACB17EC4601A4&contenttype=A&eventuserid=305999&playerwidth=1000&playerheight=650&caller=previewLobby&text_language_id=en&format=fhvideo1&newConsole=true&newTabCon=true
https://falco.org/
https://sysdig.com/blog/sysdig-2021-container-security-usage-report/
https://sysdig.com/blog/
https://sysdig.com/company/free-trial-secure/


Thank You!



Seeing is Securing


